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2 Introduction

For food monitoring the LOGGER typically is used to record a history of temperatures. Other sensors if
connected are also logged. The LOGGER reads sensors and creates a permanent record of what it has
observed. This data is stored on the SD card inserted into the LOGGER. By default, the LOGGER reads all
sensors every 10 seconds. A 32Gb card will store at least 20 years of data.

Sample Period Named: Installation

Samples from 23-December-2019 4:32:09 GMT to 12-May-2020 13:58:28 GMT

20
8
L
At I

Time

I Temperature_0

Degrees C

The LOGGER is a miniature Web Server allowing you the user to observe the history and control the
LOGGER from tablets, computers and smart phones.

The LOGGER presents on it's web pages a menu of choices which allow the user to navigate among
options. Sections of this menu will be covered in later chapters of this document.

Basics

Home

Sensor Values
Version

Sensor History
All Sensors
Humidities
Temperatures
Voltages

Pin History
Pulse Counts
Kilowatt Hours
RPM

Water (gpm)
Water (lpm)

Exports
XML

Output Control
1/0 Pin Control

Sensors by Name
Named Periods

Setup and Configuration
Database

Email SMTP Setup
Data Map

M2X Setup

Security

Network Setup
Sensor Configuration
Settings

Set Time (manually)
Temperature Sensors
Update Firmware

Get NTP Time

Caution: The connectors on the LOGGER box are the same connectors that are used for the internet.
These connectors are not internet connections and should not be plugged in to your router. The
LOGGER communicates only by WiFi.
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3 Network Setup

When the LOGGER is first turned on it is ready to work with you. In addition to being a Web Server the
LOGGER is an Access Point (like a WiFi router). You can connect to the LOGGER as you do with any WiFi
router and then use it as a Web Server. After connecting to the LOGGER all of the LOGGER web pages
are available. Connect to the LOGGER as if it were a WiFi router and browse to http://10.1.1.1/. Some
display features (graphs in particular) will not work when you use the LOGGER as your Access Point (Wifi
router). These features depend on libraries that your browser must obtain from servers on the internet.
When you use the LOGGER as an Access Point the rest of the internet is not available.

3.1 Tell LOGGER About Your Network Server

The LOGGER does not know about your local WiFi network when you start. To tell it about the local
network first connect to it instead of the local network. The images below come from a Windows
computer. Tablets, Smart Phones or Apple computers will not exactly match.

3.1.1 Connect to the LOGGER
Scan the local WiFi networks on your phone or tablet. The LOGGER shows up in the list of networks
using the name LOGGER_xxxx where xxxx is part of the LOGGER’s serial number.

9_ |OGGER 86
ﬁ . obaa

Open

Treat the LOGGER like any other WiFi network and connect to it. The Tablet or Computer system will
likely say that there is “No Internet”. This is normal, while connected to the LOGGER you will only be
able to see the LOGGER itself and will not be able to browse other web sites.

9% LOGGER 6b03
N
o Internet, open

Properties

Disconnect
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3.1.2 Talk to the Logger With a Web Browser
Open a web browser and type http://10.1.1.1/ into the address line browser. This will bring up the home
page of the LOGGER showing the Current Sensor Values:

& > C v @ Notsecure | 192.168.12.179/sensors.html + 0

Current Sensor Values

Get NTP Time
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3.1.3 Network Setup Page
Choose “Network Setup” from the menu at the left

to bring up the Network Configuration page:

! Dragonnorth Group LOGGER release 1(73) or Later
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3.1.4 Enter SSID Name and SSID Password

Set
In the SSID_NAMIE field enter the name of your wireless router and press the button next to that
field.

button.

! Dragonnorth Group LOGGER release 1(73) or Later Page 7
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. Set )
Finally press the Reboot button. Don’t forget to press the  'button for the password first.

Network Configuration
Available Networks
[FroNK 9"
[KudosDen  |-66]*
[Kudos-Guest  [-73]
[LOGGER 6503 [-69]
[KodosDea  [73]"
[Kudos-Guest 47|
[KudosDen [47]*]
ﬁ—{ndos-()ucsl r—&:r

Primary Network SSID
(max 32charactens)
SSID_NAME Wreless Set
Password for WEP/\WPA/WPA2
(enter a space if there 1s no password, Le. OPEN)
(max 32 charactens)
SSID_PASSWORD password Set

After pressing the Reboot button it will likely be necessary to connect to the LOGGER WiFi network

again. It can take a minute for the system to reboot. After connecting to the LOGGER WiFi network again

browse to http://10.1.1.1/.

Basics

Home

Sensor Values
Version

At the bottom of the menu System Status information is displayed. Write down the Local IP address
(192.168.12.179 is shown here yours will be different). This address will be needed later:

System Status

AP Name: LOGGER_6b03

Time since boot:  5:49

Number of reboots: 76

Last reboot cause: Boot Button or Power on
Connected to: KudosDen

Local IP address: 192.168.12.179

Enabled Sensors: 2

3.1.5 Network Setup Complete
LOGGER network setup is now complete, reconnect to your normal WiFi network.

ﬂ Dragonnorth Group LOGGER release 1(73) or Later Page 8
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3.1.6 Optional: Name Your LOGGER

Like a WiFi router the LOGGER has a name that shows up in the list of WiFi routers. This name starts out
as LOGGER_xxxx where xxxx comes from the unique MAC address of the LOGGER (green box below).
you can change this name. Call the logger whatever you want “Refrigerator_7” might be a good name

for the LOGGER watching that refrigerator. Fill in your desired name (pink box) and press the
button. Remember the name will change, the LOGGER will now use this name (in your WiFi router list)

Reboot
after a .

Access Point Name

The name that
a phone can Default:lLOGGER_ébO?:-
connect to.

AP NAME Set

. 10.1.1.1
Access Polnt IP address 14 1 A-FE:34:D2:6B:03)
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4 Temperature History

Put the Local IP address noted when the system was set up into your browser. This brings up a page on
the LOGGER acting as a web server.

Click on Temperatures in the menu to get this page.

Sensor History

Basics

Home

Sensor Values
Version

Sensor History
All Sensors
Humidities
Temperatures
Voltages

Exports
XML

Output Control
T/O Pin Control

Sensors by Name
Named Periods

Setup and Configuration
Database

Email SMTP Setup
Data Map

M2X Setup

Security

Network Setup
Sensor Configuration
Settings

Set Time (manually)
Temperature Sensors
Time History

Update Firmware

Get NTP Time

[Adjust Times to Get the Latest Sample:

Starting (GMT
Ending (GMT

Columns in the graph: 15
Lines in the table: 10

Sensor to display: All Sensors v | Update

Datatype to display: | Degrees C v | Update

Manually Change the Interval
): 13 - May v 12020 13
): 13 - May v -2020 13

(0:01:20 per column)

Update Graph and Table

129
{49

Adjust Columns to: No Change v | Update

18.6

18.4

1

Degrees C
@
[

1

®

Samples from 13-May-2020 13:29:14 GMT to 13-May-2020 13:49:14 GMT

I Temperature_0

Time

Data ends at: 13-May-2020

13:49:14 GMT

Data starts at: 13-May-2020 13:29:14 GMT

Samples are reported 1.3 minutes apart
Total time is 20.0 minutes

Time

Element

System Status

AP Name: LOGGER_6b03
Time since

boot:

Smberet

Last

reboot

8:54

Boot Button or

13-May-2020 13:49:14 GMT

Temperature_0 = 18.31 C

13-May-2020 13:47:54 GMT
(data logged at 13-May-2020 13:47:14 GMT)

Temperature_0 = 18.37 C

13-May-2020 13:46:34 GMT
(data logged at 13-May-2020 13:45:14 GMT)

Temperature_0 = 18.50 C

13-May-2020 13:45:14 GMT

Temperature_0 = 18.50 C

13-May-2020 13:43:54 GMT
(data logged at 13-May-2020 13:43:14 GMT)

Temperature_0 = 18.50 C

cause:  Toveren 13-May-2020 13:42:34 GMT
; -May-. :42: _
. Temperature_0 = 18.37 C

C?nnscted . (data logged at 13-May-2020 13:41:14 GMT)
to: 13-May-2020 13:41:14 GMT Temperature_0 = 18.37 C
Local IP

. 192.168.12.179 |13-May-2020 13:39:54 GMT _
address: (data logged at 13-May-2020 13:39:14 GMT) [Remppemtin (0= 3 €
"Ermbed
Sensors: 2 Mo I e Temperature_0=18.31 C

(data logged at 13-May-2020 13:37:14 GMT)

13-May-2020 13:37:14 GMT

Temperature_0=18.31 C

13-May-2020 13:35:54 GMT

Temperature_0 = 18.25 C

(data logged at 13-May-2020 13:35:14 GMT)

...more samples exist...

Current Time: 13-May-2020 13:49;
Configuration is: OK from database

:52 GMT

Database starts at: 3-May-2020 1:05:14 GMT

Database ends at: 13-May-2020 13:49;
Last Sample: 13-May-2020 13:49:
Next Sample Due: 13-May-2020 13:51

portions Copyright (c) 2014-2020 by Michael Newman (DBA Dragonnorth Group)

:14 GMT
:14 GMT
:14 GMT

LOGGER Copyright (¢) 2015-2020 by Dragonnorth Group

all rights reserved

LOGGER version 1(72)-186 Processor module Serial Number: 0

built with ARDUINO version 10812

The section of the page outlined in black is the Menu. There are a number of headings in the menu that
group the menu items by their purpose. Clicking on the Temperatures link brought up this page. The
example page has only one temperature sensor. Your system may have several temperature sensors

Below the menu is system status information.

ﬂ Dragonnorth Group
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This Section of the page allows you to select what you are seeing in the graph and table below it.

€ C O O Notec

& agornorh com

User Manual

* 4§ i

Sensor History

Baskey Latest samples foe the same inerval
m‘.‘m Adgust Times to Get the Lacest Samgles: | mg
Senive Move tioe window: IS [ << Tower 2 ] S
Adjusz Colusans dx | No Change » | Update
All Sevnons Datatype 30 display: Dogroes © v | Upase
Huutities Seasor 40 displays| AS Seceors + | Updte
Tempenatures.
Volipgas Manually Chasge the Enterval
Pia Mistory Stating (GMT): 12 5 My - 22020 2 1) ey
r!uCuu Eading (OMTY: 12  May v §2020 r] 110 a
b Cobestis i the graph 1 (0.01:20 per coluaa)
Wier {gpea) Lines in the table: 10
Wikter (lpm) Update Gragh end Teble
W‘ Samples from 12-May 2000 21:66:18 GMT 00 12.May 2029 22 14:18 GMT
Owtput Coatrol y
10 Fa Coutrod 3 .,
£ s
Semsors by Name 3
Nacsed Persods
Setup and Configuration W Tergecsnse O
Email SMTP Setup Data euds ot: 12-May 2020 22:16:08 GMT
Do Wy Data starts ar: 12-May. 2020 21:56:18 GMT
M2X Setup
Securvy are reported 1.3 minutes apart
Netwerk Senp Total thme Iy 20.0 minutes
Senwor Coafigwanon Thme Flemsent
Setings 5 2. -
S Toel ) I:-Mar-.‘m‘.:fleltol [etnpecatire 0= 17.93 C
fwm’ 13-May-2030 22- 1455 GMT {Tecaperature_0 = 17.93 C
Updste Finnwaer 12-May-2020 221338 GMT [ Terpeeatite 0= 1757 C

Get NTP Terw

Syvem Statey

Thne since boce: 2 days 1.07:58
Nussher of combes and banps: 4

Nussher of eeboots 2

Last peboot cuvse: Boot Bumoa oc Powver ca
M2X: On

Conoected to: KudaDva

Local IP sddress: 1921680220

Eaabled Seasors M

12-May-2020 2221218 GMT | Tenpecature 0 = 1781 C)

12-May-2020 22:10.53 GMT {Temperature 0 = 1757 C

12-May-2020 22-09:38 GMT [Temperansre 0= 17.87 C

12 20 22.08:18 GMT [Temmpeeature 0= 1787 C
13-May-2000 230658 GMT | Tesmgesanire_0 = 17.87 €

13-May-2000 230338 GMT |Tempenire_0 = 1751 C

12-Mary- 2000 22.04:18 GMT [ Temperature 0 = 1757 C.
12-May-2020 2202:58 GMT [ Temperature 0 = 17.51 €

Currect Time: 13-May-2000 1 7:42:36 GMT
Coafiperation is:  OK from dasabase

Datsbase stares at: 21-Noveasher- 2018 33218 GMT
Datshase ends st 12-May-2020 22:16:18 GMT

Last Sumple:  12-May-2000 22 16:18 GMT
Next Sassple Due: 12-Msy-2020 22:16:28 GMT
LOGGER Copyright (<) 2015:2020 by Greup
portoas Copymight (¢) 2014-2000 by Michael Newman (DBA Diagosaorth Grovp)
ol rights reserved

LOGGER versios 1(71)-184 Processor madule Serial Nessber: ¢
bullt with ARDUINO vessios 10812

To keep this discussion simple, pull down the “Sensor to Display” field, choose Temperature_0 and press
the Update button next to that field. '

Move time window:

Latest samples for the same interval: " Most Recent 20:00

Adjust Times to Get the Latest Samples:

Ve

<< | One Day v

>

Adjust Columns to: No Change v | Update

Datatype to display:  Degrees G v || Update |

Sensor to display: | All Sensors v | Update

ﬂ Dragonnor

th Group LOGGER release 1(73) or Later
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The next section of the page shows what is currently being displayed in the graph and table below it.

The graph shows temperature readings over the selected time period. The table shows some of these
readings. You control how many readings are in the table by adjusting the “Lines in the table:” field.
Date time and columns are all user selectable fields. Change any of the fields and then click the update

button to refresh the display.

M Inbox [ X | % Tracky X | G Speer® X | © MyAc X | @ 19276 X | & North! X | © Wiitee X @ wwwe X @ Dragor X | # SW27- X | @ 10410 x| + o %
< C ¢ @ Notsecure | dragonnorth.com:256/temperatures.html * 4
.
Sensor History
Basics Latest samples for the same interval:
Home 3 .
Sensor Values Adjust Times to Get the Latest Samples:
Version Move time window:
Adjust Columns to: No Change v | Update
Sensor History .
All Sensors Datatype to display: Degrees C v || Update
Humidities Sensor to display: All Sensors v | Update
Temperatures
Vel Manually Change the Interval
Pin History Starting (GMT): 12 - May v 12020 21 156 218
Pulse Counts Ending (GMT): 12 - May ¥ 2020 22 116 ;18
Kilowatt H .
E Columns in the graph: 15 (0:01:20 per column)
Water (gpm) Lines in the table: 10
Water (lpm) Update Graph and Table
Exports Samples from 12-May-2020 21:56:18 GMT to 12-May-2020 22:16:18 GMT
XML
18.0
Output Control &)
1/O Pin Control 2
g 17.8
Sensors by Name &
Named Periods
176 p
Set d Configurati me
D‘;‘:ga:: e I Temperature_0
Email SMTP Setup Data ends at: 12-May-2020 22:16:18 GMT
Data Map . =
M2X Setup Data starts at: 12-May-2020 21:56:18 GMT
Security Samples are reported 1.3 minutes apart
Network Setup Total time is 20.0 minutes
Sensor Configuration Time Element
gl 12-May-2020 22:16:18 GMT|[Temperature 0= 17.93 C
Set Time (manually)
Temperature Sensors 12-May-2020 22:14:58 GMT | Temperature 0= 17.93 C
Update Firmware 12-May-2020 22:13:38 GMT | Temperature_0=17.87 C
Get NTP Time 12-May-2020 22:12:18 GMT | Temperature_0 = 17.81 C

12-May-2020 22:10:58 GMT | Temperature_0 = 17.87 C
System Status 12-May-2020 22:09:38 GMT | Temperature 0= 17.87 C
Time since boot: 2 days 1:07:55 12-May-2020 22:08:18 GMT | Temperature 0= 17.87 C
Number of crashes and hangs: 4 12-May-2020 22:06:58 GMT | Temperature_0 = 17.87 C
Number of reboots 23 12-May-2020 22:05:38 GMT|[Temperature_0 = 17.81 C
I g e G Boot Button or Power on [ \fay 3020 22:04:18 GMT|[Temperature 0= 17.87 C
UABE ©m 12-May-2020 22:02:58 GMT | Temperature 0= 17.81 C
Connected to: KudosDen . =
Local TP address: 192.168.12.23 i P B O e
s Semsarss 34 Current Time: 12-May-2020 17:42:36 GMT

Configuration is: OK from database

Database starts at: 21-November-2018 3:32:18 GMT

Database ends at: 12-May-2020 22:16:18 GMT

Last Sample: 12-May-2020 22:16:18 GMT

Next Sample Due: 12-May-2020 22:16:28 GMT

LOGGER Copyright (¢) 2015-2020 by Dragonnorth Group
portions Copyright (¢) 2014-2020 by Michael Newman (DBA Dragonnorth Group)
all rights reserved
LOGGER version 1(71)-184 Processor module Serial Number: 0
built with ARDUINO version 10812
g Dragonnorth Group LOGGER release 1(73) or Later Page 12
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5 Names for Food

Keeping a log of food temperatures is a key feature of the LOGGER. Food sellers are required to keep
temperature logs when food is stored (cold chain), when dishes are transported for delivery or sale and
even sometimes when dishes are displayed for sale.

The LOGGER has a special feature to support this recordkeeping called Named Periods. A container of
food is assembled for the Cotwell Party. When a LOGGER is placed in that container the Display Name is
set and the Start Named Period button is pressed. The LOGGER now remembers when data collection
started for that delivery and the record can be read by pressing the Cotwell Party Delivery button. When
the LOGGER is used for another purpose the next Named Period is started and the knowledge of when
the Cotwell Party Delivery ended is recorded.

Named Periods

Basics
Home When a Named Period is started it is given a name. Clicking on the button
e for that name will display the sensor values from the start of that Named
o Period until the next time a Named Period is created for that sensor. Names
can be reused. The most recent Named Period created for a sensor continues
Sensor History collecting data until a new Named Period is created.
All Sensors
Humidities Start New Named Period
Temperatures
Voltages Sensor Display Name
Temperature_0 v Start Named Period
Exports P =
XML

Output Control

—— Named Periods To Display
1/0O Pin Control

Sensors by Name Period Name Sensor End Time Start Time
R Cotwell Party Delivery | Temperature_0 Now s onr

ﬂ Dragonnorth Group LOGGER release 1(73) or Later Page 13
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Clicking one of the Period Name buttons:

brings up the temperature history for that period.

Historic Period Called: Cotwell Party Delivery

Samples from 12-May-2020 21:37:32 GMT to 12-May-2020 21:46:03 GMT
200

Degrees C

Time
I Temperature_0

e S

1l
PR

Should someone get sick after the party it is always easy to return“tbthe history and prove that the food

was kept at a proper temperature.

ﬂ Dragonnorth Group LOGGER release 1(73) or Later
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6 Sampling and Logging Strategy

Sensors are read and the values are appended to the log every sampling period (10 second default). The
data recorded each sampling period is a fixed size, always the same size. Finding an element at a
particular time is just going to the correct place in the log file. This is much faster than a database search
and makes the LOGGER possible on a tiny inexpensive processor.

This also means that the amount of time it takes to display 100 elements is the same no matter what
date and time those elements come from.

The strategy of logging every sample period is especially important when recording liquid flow or
kilowatt hours. Each of these are measured by a counter that counts an exact number of times per
gallon (or kwH). The count keeps going up all the time. What is logged in the data file is the current
value of the counter. If you want to know how many gallons were used between 12:05 and 1:33 read
the counts for each of those times and subtract! Keeping counts of usage to date makes knowing how
much was used in any interval possible and makes the display of the usage data independent of the time
period. Report on how much was used each day or every 13 minutes without any difficulty and no
performance difference. The time period of the summary period is chosen at the time of display, NOT
the time of data logging.

ﬂ Dragonnorth Group LOGGER release 1(73) or Later Page 15
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7 ldentifying Sensors

7.1 Default Temperature Sensor Names
The temperature sensors used by the LOGGER are OneWire devices and each sensor has a unique serial
number. The LOGGER remembers these devices and gives each of them a name. The same sensor will

always be given the same name. This map of names can be erased. The LOGGER will give the sensors
names in the order it sees the sensors. To start over type ERASE in the field and then press the Erase
Map button. Then power off the LOGGER and unplug all of the temperature sensors. Power the LOGGER
on and the on-board temperature sensor will be found and called Temperature_0. Power the LOGGER

off and plug in the next temperature sensor. Power it on and that will become Temperature_1. Do this
one at a time and all of the sensors get names that are known.

< C 1 @ Notsecure | 192.168.12.179/onewiresetup.html * &

Temperature Sensors

Basices

Home

Sensor Values
Version

Sensor History
All Sensors
Humidities
Temperatures
Voltages

Exports
XML

QOutput Control
1/O Pin Control

Sensors by Name
Named Periods

Setup and Configuration
Database

Email SMTP Setup
Data Map

M2X Setup

Security

Network Setup
Sensor Configuration
Settings

Qat Tima (mamallo
Temperature Sensors
Lime HISTory

Update Firmware

Get NTP Time

Onewire Temperature Sensors
Temperature 0 103a80530208007b
Temperature_1 0000000000000000
Temperature_2 0000000000000000
Temperature_3 0000000000000000
Temperature_4 0000000000000000
Temperature 5 0000000000000000
Temperature_6 0000000000000000
Temperature_7 0000000000000000

The above map of Onewire temperature sensors is kept so a sensor will always use the same name and will always
show up in the same place in the database. The map can fill up and prevent sensors from being added even though
one was physically removed. Erasing this map will cause confusion in the sensor history. The map between sensor
names and database entries will be different so the temperature history for a particular name will come from a
different sensor.

Erasing is usually a bad idea. If you need to make a change after the erase refreshes the page and confirms success
unplug all of the temperature sensors and reboot the system. Wait a long time to make sure the system starts and finds
the processor board temperature sensor. The best method is to wait until you can bring up the Sensors web page and
see the sensor. The temperature sensor on the processor board will then be Temperature_0. Plug in another
temperature sensor and reboot the system again. This sensor will become Temperature 1. Be sure and wait a long
time again. Repeat for each temperature sensor.

After adding all of the sensors it is a good idea to discard the database and start over. This can be done on the
Database Page.

Input ERASE' and press the button to erase the map.
Erase Map

Reboot
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7.2 User Defined Names

It is also possible to create your own names to replace the LOGGER's default names. Any sensor can be
given a user defined name, not just temperature sensors. User defined names are created on the Sensor
Configuration page. Put your own name in the field under the New Name column (blue box). Click the

Set New Name A A X
button. The LOGGER will start using your name instead of the system default name

(green box) on this page and on all other pages. The user defined names are recorded in a file called
usersensornames.bin onthe LOGGER’s SD card. It is possible to erase all of the user defined

. Erase User S N
names and revert to the default names. Input ERASE in the box and press the rase ReT Senser Tames

button. Although the user sensor names are forgotten this will not change until the LOGGER is restarted.
Reboot

This can be done by pressing the button.
Basics
Sl Sensor Configuration
Sensor Values
Version : . ..
Alerts are sent by text and/or email when the sensor value is less than the minimum or greater than
\ the maximum. Set both to 0 to turn off alerts.
Sensor History
All Sensors Each time the name of a sensor is changed (Set New Name) the time and new name is logged. At
Humidities system startup this list is read and the most recent name is used.
Temperatures
s Name Information Settings
Exports 0.666 V o
XML Uses 12 bits
Unique ID: 1afe34d26b030000 Set New Names
Qutput Control A Device: Processor ADC pin Min Max
L/O Pin Control Datatype: Voltage 0.000 0.000 Set New Limits
3 decimal places
Sensors by Name Sensor specific data: 17
Named Periods 25.18C
LlEE B Set New Name
Setup and Configuration Unique ID: 103a80530208007b
Database I Temperature 0| Device: DS18x20
Email SMTP Setup Datatype: Degrees C Set New Limits
Data Map 2 decimal places
M2X Setup Sensor specific data: 0 [
e 96 sensors (124 allowed) with 94 disabled. 95 bytes (754 bits) of sensor data.

Network Setup
Sesor Configuration 0 Set Time Between Alerts
etiings

Set Time (manually) W!len a value goes out cr.f range an Ielmail and/or text is sent. To prevent a great number of alerts from
Temperature Sensors being sent once an alert is sent additional alerts will not be sent for this period.
Time History A value of 0 turns off email alerts.

Update Firmware
Get NTP Time

Erase User Sensor Names
Input 'ERASE' and click the button to clear the user defined sensor names.
Pressing this button will erase the entire history of user name setting. A reboot is necessary to revert

System Status to the default names.

WiFi

Name: LOGGER_6b03 Erase Email and Alerts
.ame. Input '"ERASE' and click the button to clear the Min/Max alerts.
T.‘me Pressing this button will erase the entire history of alerts. A reboot is necessary to eliminate all alerts.
since 8:07:38
ez Reboot
Number
of reboots:
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8 Software Updates

Software updates are downloaded from the dragonnorth.com server. Sourcing the update from a local
computer is not allowed for security reasons. To update the LOGGER firmware to the latest version

. . . Update Firmware |
simply go to the Update Firmware page and click on the =" button.
Update Firmware
Basles
Home Firmware updates are ALWAY'S loaded from www.dragonnorth.com.
Sensor Values LATEST Upaate Firmware | Input TATEST and click the button 1o load the latest fimware. Input a
Version revizion number to update to an old revision by name i.e. '|x58'

Sensor History
All Sensors
Humidities
Temperatures
Voltages

Exports
XML

‘Datput Control
1O Pin Control

Sensars by Name
Named Periods

Setup and Configuration
Database

Email SMTP Setup
Data Map

MIX Setup

Security

Nemwork Serup
Sensor Configuration
Settings

Set Time (mamally)
Temperamre Sensors

Tima Hiztoru
Update Firmwars
Gat NTP Time

A poor network connection or congestion between the LOGGER being updated and the
dragonnorth.com server can result is a failure in the update process. These failures are not easily
noticed except by checking that the version number of the software has been properly updated.

Updates are safe, an update failure will not damage a LOGGER. When an update fails the LOGGER simply
continues to run the old software.
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9 Additional Sensors

The LOGGER understands many additional sensors. These sensors come in separate boxes and plug in to

the processor box the same way the temperature probes plug in to that box. The LOGGER understands
several of the common interfaces used by microprocessors; OneWire, 12C and SPI. Serial ports are also
available.

Currently available as standard plug in sensors are:

9.1 Analog to Digital conversion.

There is one A to D sensor built in to the LOGGER processor. In addition, the Analog to Digital plug in
box adds eight more.

9.2 Digital Inputs and Outputs.

16 channels (pins) of I/O are available on each of two plug in boxes. 8 of these channels count pulses
and can be used for liquid flow or kilowatt hours measurements.

9.2.1 Temperature and Humidity or Temperature Humidity and Atmospheric Pressure.
There is a plug-in box with a combination Temperature and Humidity sensor.

There is also a plug-in box with a combined Atmospheric pressure, Temperature and Humidity sensor.
9.3 Water Flow Measurement

This FS400A water flow sensor (and many others) can be plugged directly into the I/O modules of the
LOGGER.

Thickness: 46mm

Wt Flee s::w‘
A gl - T B
1

s R 1S
\ ¥ g oo <1V
!
\

| &

R 12mm

The conversion ratio from the pulses put out by the sensor to liters per minute are built in to the
LOGGER. This ratio can be adjusted by the user on the Settings page. Gallons per minute are derived
from the liters per minute conversion. Put a new multiplier or divisor in place for one of the pulse-
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Set
counting pins. The button must be pressed after each field is changed. If two or more fields are

changed prior to pressing aII but one of the numbers changed will be forgotten.
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000 Set

Set

00 Set
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Set
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000 Set
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00 Set

Set
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00 Set

Set
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000
Set

00 Set
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Set
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9.4 Power Consumption Measurement
Similar to computing fluid flow the LOGGER can compute Kilowatt Hour usage. Any pulse meter can be
used. Good success has been achieved with a Wattnode Pulse meter from Continental Control Systems:

Cantinental Control Systems LLC

WartNopg® PULSE
(€ WNB-3D-240-P e |

206240V~ 50-00Mz AW

er2 §

st (I 20170407

o-N 140V
-9 240V

® QA CT o3v~
Q

® ¢B CT 0333w~

® oC CT o333v~ Status

€ FC @i

QOO0 Q0O 00O e

https://ctlsys.com/product/wattnode-pulse/

Connecting pins P1, P2, P3 of this meter directly to Pulse Counting pins of the LOGGER I/O module is all
that is necessary (the COM pin connects to ground on the 1/0 module.

Similar to setting the flow count rations the number of pulses per milliwatt is adjusted on the Settings
Set | :
page. Here too the button must be pressed after each field is changed. If two or more fields are

Set
changed prior to pressing “'all but one of the numbers changed will be forgotten.

KWH Pulse Counters
mWatt HR per Pulse 0 375 Set
mWatt HR per Pulse 1 375 Set
mWatt HR per Pulse 2 2500 Set
mWatt HR per Pulse 3 2500 Set
mWatt HR per Pulse 4 2500 Set
mWatt HR per Pulse 5 2500 Set
mWatt HR per Pulse 6 10000 Set
mWatt HR per Pulse 7 10000 Set
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10 Future Capabilities

The Dragonnorth Group is constantly improving the LOGGER features. Some of these features show up
in the LOGGER when only part of the capability is completed.

10.1 Text Alerts

Sending Alerts by text messages is a planned future capability.
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11 Advanced Features

Many advanced features are controlled on the Settings page. This page is called Permanent Variables at
the top because the value of these settings is remembered when power to the LOGGER is shut off. The
values are also remembered when the LOGGER reboots.

Internally the LOGGER counts some times in milliseconds. These counts turn into negative numbers after
about 25 days and wrap around after about 50 days. To keep from getting confused the LOGGER
automatically reboots when the millisecond counts become too large (every 25 days).

11.1 Choosing Engineering Units

Some sensors present values in engineering units that people understand, Volts, degrees, liters and
gallons are examples of engineering units. For some values the LOGGER can be told what type of units to
present.

11.1.1 Centigrade vs Fahrenheit
The presentation of temperatures can be in degrees Centigrade or degrees Fahrenheit. On the Settings
page click the appropriate button to change the units.

< cC 0O @ Not secure | 192.168.12.179/parameters.html?signature=Mikey ¥ ‘

Permanent Variables

Basics Network Status
Home Running as: Access Point AND Server
Svens.or Values After Reboot run as: Access Point AND Server
Version
Sensor History Units
All Sensors Temperature Units  F
Humidities
Temperatures rermanent rarameters
Voltages PERM_VERSION 1
PERM_SIZE 598
Exports SSID_NAME KudosDen Set
XML -
SSID PASSWORD Wildstar4321 Set
Output Control CONFIG_MODE 3
/O Pin Control MINIMUM _PULSE_LENGTH 10 Set
Sensors by Name ON
Named Periods Deep Sleep after each sample il (rarersoys il s e e
. ON.

Setup and Configuration
Database
Email SMTP Setup KWH Pulse Counters
Data Map mWatt HR_per_Pulse_0 375 Set
MZX S etup mWatt HR_per Pulse 1 375 Set
Security
Network Setup mWatt HR per Pulse 2 2500 Set
S A T mWatt HR per Pulse 3 2500 Set
Settings
St Tuue Guacdally) e BLIRNPEMEEEREY 2500 Set
Temperature Sensors mWatt_HR_per_Pulse_5 2500 Set
Time His“[ory mWatt HR per Pulse 610000 Set
Update Firmware - - -

mWatt HR per Pulse 7 10000 Set

Get NTP Time
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11.2 Database Control

Samples are taken at a periodic rate and stored in a file on the SD card. The periodic rate is set when the
file is first created and cannot be changed. Changing the Seconds Between Samples effects the next
time a database file is created. Emptying the database file will lose all data. If a new sampling rate is
desired the recommended procedure is to set the new sampling rate by putting the number of seconds

between samples in the field and press the = button. Then remove power from the LOGGER and
remove the batteries. Put in a new blank SD card and restore power to the LOGGER. The database file
on the new card will use the new sampling rate. Preserve the old card as a backup of your previous
sample history.

Itis possible to tell the LOGGER to empty the database by putting DESTROY in the field and pressing the
Empty the Datab
MPRY The ZalabeSE Tbutton. This is dangerous since all previous samples will be lost.
The LOGGER can display samples at any desired interval, there is no need to slow down the sampling
rate to display samples at a longer interval. The only reason to change the sampling rate is to save
power when the LOGGER is used in Battery Operation. See the
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Battery Operation Section for details about putting the LOGGER to sleep between samples.

Database Control

Empty the Database

Reboot

Get NTP Time
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11.3 Email Alerts

Sending email alerts when a sensor gets out of range is feature of the LOGGER. In order to send emails
you must have an SMTP account that is capable of sending emails from the IP address where the
LOGGER is located. For spam security protection most ISPs have security issues that prevent email from
sending from the LOGGER. Dragonnorth Group gets around this issue by using an account at
https://www.smtp2go.com/. The server port account and password are set to values associated with
that account.

11.3.1 Set up SMTP Server
Once you have an account that is capable of sending email from a ‘remote’ location set up the SMTP

email account on this page and use the *™ ™ ™[ hytton to verify that the LOGGER is capable of

sending emails.

Email Configuration

Basics Email Alerts Configuration

ot SMTP_SERVER mail smip2go.com set

Sensor Values e ot

Version SMTP_PORT e
SMTP_ACCOUNT your account Set

Sensor History SMTP_PASSWORD your password Set

All Sensors -

Humidities EMAIL FROM sender@yourdomain com Set

Temperatures EMAIL_TO |you@yourdomain cor| Set

Voltages

Exports Send Test Email

XML

Output Control 0 Set Time Between Alerts

1/O Pin Control When a value goes out of range an email and/or text is sent. To prevent a great number of alerts from

being sent once an alert is sent additional alerts will not be sent for this period.
Sensors by Name A value of 0 turns off email alerts.

Named Periods

Setup and Configuration
Datahase

Email SMTP Setup
Lrdld hviap

M2X Setup
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11.3.2 Set Sensor Limits
Sensor limits can be set up at any time. It makes the most sense to set them up after email is properly

configured and tested.

The limits are stored in a file on the SD card called sensoralerts.bin. Also

stored in this file is the time between alerts. Each time new limits are set the new value is appended to
the file. The time that the limits were set is also logged in the file. The file is read when the LOGGER
boots and the last entry in the file is used. When a sample is taken the sensor value is checked to see if
the value falls between the Min and Max values for that sensor. An Alert email is sent when the sensor
value is first observed outside that range. Another email will not be sent until the number of minutes
between alert has elapsed.

Basics

Home

Sensor Values
Version

Sensor History
All Sensors
Humidities
Temperatures
Voltages

Exports
XML

Output Control
1/0O Pin Control

Sensors by Name
Named Periods

Setup and Configuration
Database

Email SMTP Setup
Data Map

M2X Setup

Security

Network Setup
Sensor Configuration
Settings

Set Time (manually)
Temperature Sensors
Time History

Update Firmware

Get NTP Time

System Status
WiFi

LOGGER._6b03
Name: -

Time
since
boot:

Number
of reboots:

54

ﬂ Dragonnorth Group

Sensor Configuration

Alerts are sent by text and/or email when the sensor value is less than the minimum or greater than
the maximum. Set both to 0 to turn off alerts.

Each time the name of a sensor is changed (Set New Name) the time and new name is logged. At
system startup this list is read and the most recent name is used.

Name Information Settings

0741V
Uses 12 bits
Unique ID: lafe34d26b030000
Device: Processor ADC pin
Datatype: Voltage
3 decimal places
Sensor specific data: 17

25.37C
Uses 16 bits
Unique ID: 103a80530208007b
Device: DS18x20
Datatype: Degrees C
2 decimal places
Sensor specific data: 0

96 sensors (124 allowed) with 94 disabled. 95 bytes (754 bits) of sensor data.

Set New Name
Min
0.000

Max

0.000 Set New Limits

Set New Name

Temperature 0 Min

0.00

Max

10.00 Set New Limits

0 Set Minutes Between Alerts

When a value goes out of range an email and/or text is sent. To prevent a great number of alerts from
being sent once an alert is sent additional alerts will not be sent for this period.
A value of 0 turns off email alerts.

Erase User Sensor Names
Input 'ERASE' and click the button to clear the user defined sensor names.
Pressing this button will erase the entire history of user name setting. A reboot is necessary to revert
to the default names.

Erase Email and Alerts

Input 'ERASE' and click the button to clear the Min/Max alerts.
Pressing this button will erase the entire history of alerts. A reboot is necessary to eliminate all alerts.

Reboot
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11.4 Battery Operation

The LOGGER is capable of running on batteries. It will run several days on three AA cells. If longer
battery life is desired the LOGGER can be configured to collect samples and sleep between samples to
save power. The LOGGER will run for about a year when taking a sample every 10 minutes and sleeping
between samples. NOTE: While sleeping the LOGGER will not respond as a Web Browser. Also while
sleeping the LOGGER does not count pulses thus it will not record water flow, pulse counts or kilowatt
hour usage.

Go to the settings page and configure the LOGGER to “Deep Sleep after each sample”. The LOGGER will
stop responding to your browser a short time once this is done.

Once it has started sleeping to wake the LOGGER up disconnect any USB power and take out the
batteries. When power is restored the LOGGER will stay awake for several minutes and the web pages
can be used normally. Every time a web page is read or refreshed this time is reset and the LOGGER will
stay awake for another few minutes. Turn off sleeping to keep it awake if desired.

& C @ @ Notsecure | dragonnorth.com:256/parameters.html w B

Permanent Variables

Basics Network Status

Home Running as: Access Point AND Server
S?DS_U'— Values After Reboot run as: Access Point AND Server
Version

Sensor History

Units

All Sensors Temperature Units F
Humidities

Temperatures Permanent Parameters
Voltages PERM_VERSION 1

Pin History

PERM_SIZE 598

SSID NAME KudosDen Set
Pulse Counts -
Kilowatt Hours SSID_PASSWORD Wildstar4321 Set
RPM CONFIG_MODE 3
VO () MINIMUM_PULSE_LENGTH 10 Set
Water (lpm) - -
on
Exports Deep Sleep after each sample  p, counting will not work if
241E turned ON.
Output Control
1/O Pin Control KWH Pulse Counters
mWatt_HR_per_Pulse_0 10000 Set
e by.Name mWatt HR per Pulse 1 375 Set
Named Periods - - -
mWatt HR per Pulse 2 2500 Set
Setup and Configuration mWatt_HR_per_Pulse_3 2500 Set
Database i F Pulse 4|2500 5
Email SMTP Setup I JEDES P S
Data Map mWatt_ HR per Pulse 5 2500 Set
WD ety mWatt_HR_per_Pulse_6 10000 Set
Security - - -
Network Setup mWatt_HR_per_Pulse_7 10000 Set
Sensor Configuration
Settings . Flow Pulse Counters
S8t Lone Uratna ) (to get 1/100 liter per minute)
Temperature Sensors .
IpmMultiplier 0 1000 Set

Update Firmware
Get NTP Time
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11.6 Security

The LOGGER has a simple signature-based security scheme. There are two signatures (passwords), one
for reading data and another for making changes. When the signatures are blank any request is allowed.
If the read signature is set and the write-signature is not the read signature must be supplied to make
changes.

Once a signature is set every web page request must also supply the signature. An example link is
provided on the Security Configuration page. After setting a signature be sure and bookmark this link to
be able to access the LOGGER in the future.

&« C (@ O Notsecure | 192.168.12.179/security.html A

Security Configuration

Basics Security Signatures
Home
Sensor Values

S Signature that allows reading
Version

READ_SIGNATURE Set
Sensor History Signature that allows both reading and updating
All Sensors WRITE_SIGNATURE Set
Humidities : . . . !
Once a signature is set access the pages by adding the parameter '?signature=xxx' to
Temperatures
Yolt the url.
oltages Jsecurity.html?sigpature=
Exports
XML

‘Output Control
T/O Pin Control

Sensors by Name
Named Periods

Setup and Configuration
Database

Email SMTP Setup
Data Map

M2X Setun

Security

TVciwun Gotap
Sensor Configuration
Settings

Set Time (manually)
Temperature Sensors
Time History

Update Firmware

Get NTP Time

11.7 Exporting Data
XML is a standard way of transferring data between computers on the Web. LOGGER supports reading
sample data in XML format. This can be used by computer programs to read data from the LOGGER and
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can also be used by creating the XML data in your browser and saving the file. The history.xml link on
this page is an example for a computer program. The button.

XML Request

SR R - R (IR R TR
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12 Time Synchronization

When connected to the internet the LOGGER automatically updates time from pool.ntp.org servers, the
same time servers that most computers use. These time servers in turn keep time synchronized with the
time services provided by the National Institute of Standards: https://www.nist.gov/pml/time-and-
frequency-division/time-services.

Pressing the “Get NTP Time” button:

Get NTP Time

Tells the LOGGER to fetch a time update from these time servers. There are rules about how often a
time update can be performed so the LOGGER may not be able to immediately comply with the request.

When the internet is not available the LOGGER gets time from its internal clock chip. The clock chip is
updated periodically from the internet when that becomes possible.

The LOGGER records time to the nearest second. While connected to the internet times logged by a
LOGGER can be expected to be within two seconds of the NIST standard. Most of the time they will be
within one second of that standard.

Without the internet the LOGGER will maintain time to within 2 minutes per month at 25 degrees C. This
is based on the clock chip (a Maxim DS2417) specification.

Battery powered systems read time from the internal time chip. This will have a drift in time of up to 2
minutes a month as noted above.

13 Data Storage

Several files are kept on the SD card inserted into the logger.

The SD card uses a normal file system and can be plugged into any computer to copy the data for
backup purposes.

File Purpose

datalog.bin History of all sensor readings.

namebhistory.bin | A report of names for periods of data.
timehistory.bin | A report of when the LOGGER adjusted the clock.

The LOGGER reads sensors and creates a permanent record of what it has observed. This data is stored
in the file called datalog.bin. The frequency of sampling is user adjustable, but can be changed only
when a new datalog.bin file is created which destroys all of the previous data. By default, the LOGGER
reads all sensors every 10 seconds and stores that data on the SD card. At that sampling rate a 32Gb
card will store at least 20 years of data.

Reading the sensors less often is desirable only if the LOGGER will be battery powered. Reading four
temperature sensors every 10 minutes should be able to run for a year on three AA batteries. Note that
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running on batteries requires special configuration and that a LOGGER does not act as a web server
when configured for long life running on batteries.

As the LOGGER fills the SD card with data access to the file slows down. The symptom of this is that
pages will be slower to display. The slowdown is most noticeable when reading hundreds of samples
over a long period (i.e. a sample each day for a year). This effect can be observed after a year or two of
data has been accumulated. The slowdown is due to fragmentation of the space on the SD card.
Periodically copying the data to a new SD card will restore the speed of the LOGGER. It is recommended
that this be done at least once a year. The old SD card becomes a backup of your data.

Performance will also be restored if you copy the file to a computer, quick format the SD card, and copy
the data back. It is believed that a simple copy of the file to a computer deletion of the file on the SD
card and copying the file back will also restore the speed, but, this has not been verified.
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14 Troubleshooting

14.1 Missing Database
This indication appears on many pages including the Sensor Values page when the SD card is missing or
has a problem.

Check that the SD card is inserted and insert a good SD card if necessary.

14.2 Can Not See the LOGGER

One of the most common problems is that the LOGGER is no longer visible on your network. The first
thing to do is to power cycle the LOGGER (be sure and remove the batteries too the LOGGER will not
turn off until both USB power and the batteries are disconnected).

If power cycling the LOGGER does not help try connecting to the LOGGER using the LOGGER as your WiFi
network (see section 3.1.1 Connect to the LOGGER). It is possible that the LOGGER has forgotten your
WiFi network name and password.
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